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ABSTRACT

M2M communication is an important com-
ponent for future wireless networks. M2M sys-
tems consist of a large number of devices that
can operate with minimum or no human inter-
vention. However, spectrum demand rises expo-
nentially with the increase in the number of
connected devices. Cognitive 5G networks are
key to address the issue of spectrum scarcity. Fur-
ther, use of multiple gateways in cognitive 5G
networks for M2M communication can increase
system throughput, coverage, and energy efficien-
cy. Nevertheless, using multiple gateways for the
secondary M2M devices may cause interference
to the primary M2M devices. Existing gateway
selection protocols for cognitive M2M communi-
cation mostly use single channel CSMA, and thus
are not efficient in terms of reducing the interfer-
ence. Thus, in this article, we propose a DGAP
based on multi-channel CSMA for M2M commu-
nication in 5G networks. Further, we propose a
Lo-DGAP, where each gateway transmits only the
worst primary M2M device information rather
than transmitting all neighboring primary M2M
device information. The proposed Lo-DGAP
increases the throughput of the system by reduc-
ing the message header payload and is also ener-
gy-efficient. Simulation results demonstrate the
effectiveness of the proposed schemes in terms of
network lifetime and energy consumption.

INTRODUCTION

Machine-to-machine (M2M) communication is
a revolutionary paradigm in the future technol-
ogy world. M2M has been one of most popular
protocols in loT recently. M2M communication
networks comprise a large number of devices in
different applications such as smart homes, smart
building management, smart meters, healthcare,
and intelligent transport systems [1]. These devic-
es have the capability to sense and communicate
with little or no processing. M2M devices are con-
tinuously growing and it is expected that there
will be 50 billion connected devices in M2M net-
works and tens of billions of Internet-connected
devices by the end of 2020. According to Cisco,
the number of wireless devices will increase at the
rate of 10 times from 2014 to 2019 [2]. This tre-
mendous increase in the number of M2M devices
will result in several challenges, including energy
consumption, data rate, quality-of-service (QoS),
security/privacy, and traffic congestion.

Many communication technologies (e.g., WiFi,
Zigbee smart, Bluetooth smart, Zwave, long-term
evolution (LTE), LTE-advanced (LTE-A), 5G net-
works) have been considered for M2M commu-

nications [3]. Despite the fact that LTE and LTE-A
offer high bandwidth, ubiquitous coverage, and
mobility support, they are not able to fully sup-
port M2M communication requirements [4]. The
frames of LTE/LTE-A hinder M2M support due to
their design, which was originally proposed for
broadband human-to-human (H2H) communica-
tions. On the other hand, 5G has been envisioned
as heterogeneous networks that can provide
access to a wide range of M2M applications and
access technologies [5]. Moreover, M2M commu-
nication is considered to be one of the disruptive
technology directions for 5G networks. Howev-
er, the demand for spectrum raises exponentially
with the increase in the number of M2M devices.
Therefore, opportunistic spectrum sharing is indis-
pensable in order to achieve the stringent require-
ments of M2M applications in 5G networks.

Spectrum sharing in 5G networks ensures the
coverage of M2M services everywhere and any-
time. It can also support a large number of M2M
devices with diverse applications and services.
Further, it is spectrum-efficient as it uses all the
available non-contiguous spectrum. Cognitive
radio technology is the key to employing oppor-
tunistic spectrum sharing. The architecture of cog-
nitive M2M communication in 5G networks is
demonstrated in Fig. 1. This architecture has three
main components: a central control unit (CCU)
or cloud computing framework, heterogeneous
core network, (key technologies massive MIMO,
cognitive radios, small cells), and M2M area net-
work. The M2M area networks mainly comprise
a large number of M2M devices having sensors
with technologies such as WiFi, Bluetooth smart,
and RFID. M2M gateways are used as an interface
between M2M area and core networks. Data from
M2M devices are transmitted to the distant CCU
or cloud through M2M core networks/Internet.

In cognitive 5G networks, M2M devices can
be classified into primary and secondary devices,
where primary devices are legitimate to operate
in the spectrum. On the other hand, secondary
M2M devices use the spectrum opportunistically.
M2M communication in cognitive 5G networks
can improve spectrum utilization by allow-
ing unlicensed/secondary M2M devices to use
under-utilized licensed frequency bands [6]. In
geo-location/database schemes, the licensed/
unlicensed M2M devices have a location-sens-
ing device (e.g., GPS receiver). The locations of
primary and secondary M2M devices are stored
in a central database or cloud, as demonstrated
in Fig. 1. The central controller (also known as
the spectrum manager) for the secondary M2M
devices has access to the location database.

The use of multiple gateways can increase the
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performance of M2M communication in cognitive
5G networks. A well designed multiple gateway
assignment scheme can be helpful in reducing the
interference induced to the primary M2M devic-
es in multi-user cognitive 5G system. The use of
gateways can also reduce the overall transmis-
sion power of the system, which can be helpful
in reducing global warming by minimizing CO2
emissions. Further, the use of multiple gateways
can increase the performance of a cooperative
communication system rather than a single gate-
way, which conveys the same information to the
destination. However, using all the available gate-
ways in the system all the time for the secondary

M2M devices in a cognitive 5G system may not

be feasible because the interference caused by

the gateways to the primary M2M devices may
exceed the prescribed limit. The use of multiple
gateways in a network comprising a single source

M2M device and multiple receiving devices brings

the issue of how best to assign the gateways to

the secondary M2M devices.

In the centralized gateway assignment, the
central station or controller has to know the chan-
nel information, primary device information, and
available power of gateways, resulting in a large
number of control message transmissions. Hence,
centralized gateway assignment algorithms are
not energy efficient. Therefore, in this paper, we
introduce an interference-aware, decentralized
multiple gateway assignment protocol (DGAP) for
M2M communication in cognitive 5G networks.
The objective is to maximize the sum-capacity
of M2M systems while minimizing the interfer-
ence to the primary M2M devices. In DGAP,
each gateway device transmits and receives all
the licensed/ primary user information. However,
instead of sending all the primary user information,
each gateway transmits only its worst primary user
(WPU) information to the destination. By doing
so, we further improve DGAP as low overhead
DGAP (Lo-DGAP). Both DGAP and Lo-DGAP pro-
tocols use the multi-channel carrier sensed multiple
access (CSMA) protocol to reduce the number of
data collisions in an M2M network having thou-
sands of devices. Following are the main benefits
of the DGAP and Lo-DGAP schemes:

+ DGAP and Lo-DGAP achieve energy effi-
ciency by reducing the number of con-
trol message transmissions among primary
and secondary M2M devices and gateway
nodes.

+ DGAP and Lo-DGAP utilize the concept
of rewards for gateway nodes. The reward
increases whenever a gateway node co-op-
erates.

* Lo-DGAP increases throughput by reducing
the message header payload.

+ Lo-DGAP decreases the control channel traf-
fic by only sending the information of the
worst M2M device instead of sending the
information of all primary M2M devices.

RECENT GATEWAY SELECTION SCHEMES

Several gateway assignment schemes have been
proposed in the literature that comprise single
gateway assignment schemes and multiple gate-
way selection schemes. Single gateway assign-
ment schemes in the literature include nearest
neighbor selection scheme [7], where the gate-
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FIGURE1, Machine to machine (M2M) communication network architecture.

way that is the nearest to the base station coop-
erates, and single gateway selection scheme [8],
where a path with the maximum signal to noise
ratio (SNR) is selected.

Multiple gateway selection that maximizes the
SNR is introduced in [9] through an exhaustive
search over all gateways, which is computational-
ly inefficient. Thus, multiple SNR-suboptimal (i.e.,
error rate-suboptimal) gateway selection schemes
based on gateway ordering functions are intro-
duced. These schemes achieve full diversity and
low error rates. In [10], an auction-based relay
assignment scheme in cooperative communica-
tion is proposed for centralized and decentralized
networks. An optimal relay assignment scheme
for cooperative networks is proposed in [11].
The authors proposed a payment mechanism for
using relay services to ensure that the collected
amount is no less than the amount paid for relay
nodes. However, these mechanisms are unrealis-
tic due to a large number of devices involved in
M2M communication in 5G networks. Moreover,
the centralized algorithm is very complex since
it requires maximizing the number of admitted
M2M devices while providing QoS.

In [12], a gateway selection mechanism for
strengthening inter-cluster coordination in cog-
nitive radio ad hoc networks is proposed. In
[13], the authors investigated quantum particle
swarm optimization for relay selection in cooper-
ative relay networks. A utility optimal cross-layer
resource allocation in distributed wireless coop-
erative networks is discussed in [14]. In [15], a
framework is proposed for the selection of source
nodes, relay assignment, and power allocation.
However, these algorithms require the devices
to learn about the network environment to make
real-time decisions on gateway selection, spec-
trum and power allocation. This can be done by
extensive spectrum sensing that consumes more
power. Conventional CSMA/CA mechanisms can-
not meet the radio sensitivity requirements.

Thus, multi-channel cooperative CSMA schemes
can be used that provide accurate spectrum infor-
mation to the nodes. To the best of the authors’
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FIGURE2. Frame structure of DGAP for M2M communication in cognitive 5G

networks.

knowledge, there is no such distributed gateway
assignment algorithm based on multi-channel
CSMA and M2M capability available in the lit-
erature. Table 1 compares the proposed DGAP
and Lo-DGAP protocols with existing protocols in
terms of distributed approaches, use of multiple
gateways, M2M applicability, and cognitive capa-
bility. Table 1 shows most of the work that consid-
ered decentralized approaches, since real-world
scenarios are always decentralized and the over-
head in the centralized network is much more
than in a distributed multiple gateway assignment.
Further, only the proposed DGAP and Lo-DGAP
are considering all the attributes given in Table 1.

SYSTEM MoDEL

We consider a cognitive 5G network for M2M
communications that consists of a large number
of M2M devices, as illustrated in Fig. 1. We use
a multi-channel CSMA/CA protocol (MC-CSMA/
CA) to overcome the system efficiency limitations
caused by random signaling structure in CSMA/
CA. The MC-CSMA/CA avoids the collision in
transmitting data to/from a large number of M2M
devices in a complex system. It enables M2M
devices to contend with each other for channel

access in orthogonal dimensions, that is, both in
time and frequency domains. A two-dimension-
al back-off mechanism and multi-channel sens-
ing are used for this purpose. The MC-CSMA/
CA protocol allows splitting the available channel
bandwidth into multiple orthogonal narrow-band
random access channels. The transmission proba-
bility is adjusted according to multi-channel activi-
ty in a flexible manner.

We consider that the network comprises M
primary M2M devices and K secondary M2M
devices, where the transmission of secondary
M2M devices is limited. We assume that the total
bandwidth available is B, which is divided into
N sub-channels of equal bandwidth. The spec-
trum overlay approach is used in this network.
A secondary M2M device needs cooperation to
avoid interference to the primary M2M devices.
Decode and forward (DF) cooperative relaying
is used in this protocol. DF relaying is executed
in two time slots. In the first time slot, the M2M
device transmits its data, and in the second time
slot, the gateway first decodes the data received
in the first time slot and then retransmits the data
again to the receiver. We assume that a gateway
can only cooperate with one source-destination
pair at one time and any M2M device in the net-
work can act as a gateway node. However, which
device should act as a gateway for any particular
M2M device needs a protocol that can take care
of spectrum and interference issues.

The energy consumption for M2M device for
transmission and reception of a packet size n over
a distance d is given by Ery = n X gejec + 1 X e X
d® and Egy = n X &elec, Where gejec and ey repre-
sent energy spent in transmitter electronic circuit-
ry and energy spent in RF amplifiers. The constant
propagation loss exponent o depends on the sur-
rounding environment. For free space without any
obstruction in the line of sight, a = 2.

DISTRIBUTED GATEWAY ASSIGNMENT PROTOCOLS

In this section, we present the working principle of
the proposed DGAP and Lo-DGAP schemes for
M2M communication in cognitive 5G networks.

DGAP ProtocoL

In the DGAP protocol, each source node
will compete to get an idle channel by using a
multi-channel CSMA protocol. Figure 2 illus-
trates the frame format of the DGAP protocol.
The message format of each protocol compris-
es a number of control messages. All the frames
have a preamble at the start and postamble at
the end to get the channel state information. To
differentiate each control message in the proto-
col, we insert different identifiers at the start of
each frame. These identifiers include source help
request (SHR), destination information request
(DIR), reply to SHR (RSHR), reply to DIR (RDIR),
and source reply message (SRM). Each of these
control messages has a number of fields.

Once a source (M2M device) obtains the
channel successfully by using a multi-channel
CSMA protocol, the source initiates DGAP. Both
signaling and data transfer in DGAP have the
same sub-band for operations. The signaling pro-
tocol is used to get the information about avail-
able gateways and their associated parameters,
for example, channel information, PU informa-
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tion, and available power of gateways. The frame
exchange between source, gateway, and destina-
tion is shown in Fig. 3.

The source first broadcasts a SHR message
to gateways that contain the source identifier
(SID), the destination identifier (DID), the num-
ber of sub-channels (NSC) in the sub-band and its
reward status (RS). In the DIR frame, the gateway
sends the gateway identifier (GID), DID, prima-
ry M2M device information, NSC, SNR received
at the gateway, gateway available power (GAP),
and its reward status (RS) to the destination. The
destination then replies with an RDIR message
that contains the DID, network information (NI)
and selected gateway for source (SGS). The NI
contains the selected GID, primary M2M device,
destination to gateway channel information
(DGCHN) and GAP. The gateway then sends an
RSHR message to the source M2M device that
contains the SID and NI. Finally, before data trans-
mission, the source sends an SRM message to the
gateway.

Each M2M device receives a positive or neg-
ative reward based on its activity. If the M2M
device cooperates with the other nodes it
receives a positive reward. Each M2M device will
only cooperate if the interference induced by this
device is less than a certain threshold set by the
primary network. On the other hand, if the M2M
device receives cooperation from other nodes,
it receives a negative reward. For instance, we
denote the RS of the kth M2M device at time t
by I't, and K as the maximum number of M2M
devices that can simultaneously cooperate with
any other M2M device. Let ¢ be the set of M2M
devices that can cooperate with the kth M2M
device at time t + 1, then reward of the kth M2M
device will decrease at time t + 1, which is denot-
ed as

Ty, =T _(alzi€¢Pi +PBy]9)

where p; is the power of the ith M2M device
in the set ¢. The constants aq and B are set by
the wireless design engineers. a1Zjcopi + B11¢ |
restricts the source M2M device to utilize the
minimum power of the gateways and a minimum
number of M2M devices to get its required data
rate. Each gateway will get its RS for cooperation,
for example, the ith gateway will get the cooper-
ation reward T, = T, + app; + B2 (1/]¢|), where
a, and B, are weights for p; and (1/ ¢ ), respec-
tively. The gateway nodes that have more rewards
have cooperated more with other M2M devices
and thus dissipated more energy. Thus, a gateway
node with more reward is less likely to be select-
ed to cooperate with the source M2M device in
the next round.

A flow diagram of source operations is given
in Fig. 4(a). The gateway nodes that are available
for cooperation will listen to the SHR message.
A gateway node can get an SHR request from
multiple sources in multiple sub-bands. The gate-
way node then chooses the source for its coop-
eration whose channel and RS are the best for
it. After sending the SHR message, the source
M2M device waits for a certain period of time.
If no response is received in a specified time,
the source node again sends the SHR message.
Otherwise, if a reply for the SHR message is

Total network bandwidth

| SubBand | |
1
)
_________________ 4 -
1
I
1
I
Source Gateway

SHR

Individual relay decision for help

RSHR

SR

e

7

Select the relays for transmission

DACK

T
e

|
DACK

Destination

Select the relays with better SNR

FIGURE 3. Decentralized gateway assignment protocol.

received, then the source determines the gate-
way power and sends an SRM to the gateway.
After setting up the connection, the source M2M
device can now transmit data and wait for the
acknowledgment. The source M2M device will
release the channel when it completes data
transmission.

Multiple gateways can offer their services
to the source M2M device for data transfer. A
flow diagram of gateway operations is given in
Fig. 4(b). Each gateway has its SNR threshold
for cooperation. After receiving an SHR mes-
sage from the source M2M device, the gateway
selects the source M2M based on the reward
and SNR level. If the SNR level of the gateway
is less than a threshold, it will not cooperate.
The gateway then sends a DIR to the destina-
tion. There are a number of sub-channels in the
sub-band. Each gateway will randomly choose
its sub-channel for the DIR. If there is a collision
in the sub-channel, then the gateways that are
involved in that collision will set a back-off timer
and again retransmit when the back-off time is
zero. In the DIR frame, the gateway sends the
GID, DID, PU, the SNR received at the gateway,
GAP, and RS. After sending the DIR, the gateway
will wait for the RDIR from the destination M2M
device, and if received successfully from the des-
tination it will send an RSHR to the source M2M
device. Otherwise, it will again select the source
M2M device based on the reward level and its
own SNR level.

A flow diagram of the destination operations is
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FIGURE 4. Flow charts for the DGAP a) for source M2M device, b) for gateway node, and c¢) destination

device.

shown in Fig. 4(c). Once the destination receives
the DIR message from multiple gateways in a pre-
defined time window, the destination selects the
best gateway according to their RS and SNR level
and sends an RDIR message to the selected gate-
way. This message contains the GID of the gate-
way that will resend an NI message to the source.
We call it a selected gateway for the source
(SGS). The destination will select the gateway for

the SGS that has the best channel with the source
and destination. The advantage of a single gate-
way reply to the source is simple implementation
and low overhead. The selected gateway from the
RDIR message sends an SHR message in reply
to the source. After getting the RSHR message,
the source determines the power of the selected
gateways and sends the power information to the
gateways via an SRM message. After this signaling
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FIGURE 5. Performance analysis: a) Comparison of network lifetime over a number of rounds; b) Comparison of energy consumption
over a number of primary M2M devices;c) Comparison of message header payload.

protocol is followed, the source starts sending can be used as a reference to develop more effi-
data to the destination with the help of selected cient distributed gateway selection approaches
gateways. in the future. We use a cognitive 5G network
with three secondary M2M device pairs (k = 3).

Lo-DGAP ProTocoL We use randomly connected unit disk graphs on

We can improve the DGAP to further decrease the an area of 100m x 100m as a network simula-
traffic of the control channel. In the case of DGAP tion model. The network consists of 100 M2M

(Fig. 2), each gateway transmits and receives the devices. For simulations, we assume that the SID,
information about all the PUs via DIR and RDIR DID, GID, SHR, DIR, RDIR, RSHR, SRM and SGS

messages. In contrast, in Lo-DGAP, each gate- require three bits and all other elements require
way only transmits its worst primary user (WPU)  four bits.

information instead of sending all the primary user We compare the network lifetime of M2M
information. By sending only the WPU informa-  devices in cognitive 5G networks using DGAP
tion, Lo-DGAP can decrease control channel traf- and Lo-DGAP over a number of rounds, where
fic since the WPU represents the closest primary each round comprises a network setup and
M2M device to the source node that is affected. steady (routing) phases. We assume that there

Let us assume that the SID, DID, GID, SHR, are 10 primary M2M devices among a total of
DIR, RDIR, RSHR, SRM and SGS and all other 100 devices. The number of gateways C is set
fields require k > O bits. Thus, the maximum allow- to 5 and 10 in the simulation. Figure 5(a) com-
able number of source, gateway and destination pares the performance of DGAP and Lo-DGAP in
M2M devices is 2k. Thus, information regarding  terms of network lifetime. Figure 5(a) shows the
each PU requires k bits where the total number of network lifetime versus number of rounds for the
PUs in the network is M (M = 2 and M < 2K). The  different number of gateways. Since Lo-DGAP is
DGAP protocol transmits information of all PUs. transmitting a smaller number of data bits com-
Thus, it transmits M x k bits for PU information. pared to DGAP, the lifetime of the network using
On the other hand, the Lo-DGAP protocol trans- DGAP is shorter than that using the Lo-DGAP

mits only the WPU information that requires only scheme. Moreover, the network lifetime is less in
k bits. The relationship between M and k is M = 2k the case of G = 10 compared to G = 5.
= k = log,M. Figure 5(b) shows the network energy con-

We also assume that the total number of fields sumption versus the number of primary M2M
except the PUs in both the DGAP and Lo-DGAP devices for different numbers of gateway nodes. It

protocols is t. Thus, the number of bits transmit- is observed that Lo-DGAP consumes less energy
ted by DGAP is npgap = (t x k) + (M x k) = (T + as compared to the DGAP because the increasing
M) x k. On the other hand, the total number of number of primary M2M devices also increase

bits transmitted by Lo-DGAP is 1, opcap = (T x k) the number of payloads in DGAP. However, the
+k=(t+1)xk. Since M= 2, we find that npcap payload does not increase in Lo-DGAP when

> NLoDGAP- increasing the number of primary devices since
We find that the transmission energy consump- each gateway only transmits information of its
tion of an M2M device is directly proportional to WPU in Lo-DGAP. Since in Lo-DGAP only WPU
the data size. Thus, the DGAP scheme consumes information is used in the header, it reduces the
more energy than the Lo-DGAP protocol since header overhead significantly. For example, let
DGAP requires more data to transmit as com-  there be 25 PUs, with 2 bytes required to carry
pared to the Lo-DGAP. the information of one PU. In this case for 25
PUs, there is a need for 50 bytes in the header. In
PERFORMANCE EVALUATION the worst PU scenario, the p>r/0toco| only requires
Here, we perform the simulation to measure two bytes. In a nutshell, Lo-DGAP not only reduc-
the performance of the DGAP and Lo-DGAP es energy consumption but also reduces the trans-
schemes in terms of energy consumption and life- mission header overhead significantly.
time. To the best of the authors” knowledge, no Figure 5(c) compares the message header
distributed multiple gateway assignment algorithm payload of DGAP with Lo-DGAP when varying
based on multi-channel CSMA and M2M capabil-  the number of gateways G and primary users M.
ity exists in the literature. Thus, we compare our In this simulation, we assume that the SID, DID,

proposed DGAP and Lo-DGAP schemes, which GID, SHR, DIR, RDIR, RSHR, SRM and SGS
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The low overhead DGAP (Lo-DGAP) further improves the DGAP by reducing control channel traffic, which
is achieved by transmitting only the worst primary user information rather than transmitting all prima-

ry user information in DGAP. Simulation results reveal that the Lo-DGAP scheme is energy efficient and
requires fewer header bits as compared to DGAP.

require 3 bits and all other elements require 4
bits. Figure 5(c) illustrates that Lo-DGAP requires
fewer header bits compared to DGAP.

CONCLUSION

The demand for radio spectrum increases expo-
nentially with the massive number of connected
devices, particularly with the emergence of M2M
communication. This paper discussed M2M com-
munication in cognitive 5G networks. We pro-
posed DGAP for the gateway assignment for M2M
communication in cognitive 5G network based on
multi-channel CSMA. This protocol is efficient in
terms of data communication overhead compared
to its centralized counterpart. The low overhead
DGAP (Lo-DGAP) further improves the DGAP by
reducing control channel traffic, which is achieved
by transmitting only the worst primary user infor-
mation rather than transmitting all primary user
information in DGAP. Simulation results reveal
that the Lo-DGAP scheme is energy efficient and
requires fewer header bits compared to DGAP.
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